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EXECUTIVE SUMMARY 
 

 Data mining has been a popular research area which extracts hidden 

information from the large data repositories.  In recent years, a progress in the 

computer hardware industry has led to boost the ability to store and record a lot of 

personal data about clients and individuals.  This has created ways in which the 

personal information may be misused for various purposes. In order to overcome these 

problems, many techniques have recently been proposed to execute the data mining 

tasks in a privacy-preserving way.  Privacy preserving data mining is a innovative 

research trend in data mining where data mining algorithms are analyzed for the side 

effects. The primary intention of researchers is to propose and develop novel and 

efficient security techniques, algorithms and methods for protecting the confidential 

data and privacy of people. 

In this project, two important privacy problems, such as micro data protection 

and association rule hiding are considered. Micro data protection is one of the sub-

disciplines of statistical disclosure control.  Micro data protection methods can generate 

the protected micro data set by masking the original data. Masking techniques are 

classified into perturbative and non-perturbative.  Perturbative masking techniques 

alter an attribute value by a new value. The confidential attributes of the data set are 



distorted before publication. Non-perturbative masking techniques do not alter the 

data instead they produce partial suppressions or reductions of detail in the original 

dataset.  

The main objective of the micro data protection research is to develop 

techniques which efficiently modify the confidential data items and also perform the 

data mining tasks in a secured manner. In this micro data protection research project, 

four new perturbative masking techniques, namely, data transformation, bit 

transformation, bit++ and bit-- are proposed for protecting the data items of the 

confidential numeric attributes of the micro data.  The performances of the proposed 

masking techniques are compared with the existing perturbative masking techniques 

such as additive noise, micro aggregation and rounding.  Based on the experimental 

results, it can be seen that the proposed Data Transformation perturbative masking 

technique had given better results than the existing techniques.   

Association rules are inferences that hold in a transactional database under 

certain user-specified parameters that account for their importance.  Significant 

association rules supply knowledge to the data miner as they efficiently recapitulate 

the data, while finding any concealed relations among items that hold in the data.  

Association rule hiding discusses, different hiding techniques to change the database 

because it is necessary to protect sensitive association rules and ensure that the 

techniques will not disturb the non-sensitive rules.  The job of association rule hiding is 

to accurately alter or change the original data so that any association rule mining 

algorithms that may be applied to the sanitized version of the data will be incapable to 

mine the sensitive rules under certain parameter settings.  The sanitized data will be 

able to mine all the non-sensitive rules that appeared in the original dataset under the 

same or higher parameter settings and no other fake rules will be generated.  

In this association rule hiding research work, two new hiding techniques are 

proposed, namely, Hiding Technique based on Tabu Search and Hiding Technique based 

on Ant Colony Optimization.  These techniques are used for modifying the sensitive 

items for protecting the sensitive association rules.  The performances of these hiding 

techniques are compared. The factors used for measuring the performance of the 

proposed techniques are hiding failure, misses cost, artifactual error and efficiency.  

Based on the experimental results, it can be observed that, the proposed  Hiding 

Technique based on Tabu Search has produced better results than the ant colony 

optimization technique. 
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